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The main risks Children might face on internet

1 .Inappropria’re Content: Children can inadvertently or intentionally access inappropriate content such as
violence, explicit material, or other age-inappropriate content.

2Cyberbu||y|ng Online platforms can be avenues for bullying, harassment, or exclusion, leading to
emotional distress and potential psychological issues for children.

3.0Online Predators: Individuals with malicious intent might disguise themselves online to exploit,
manipulate, or groom children for inappropriate or harmful purposes.

4.PI’iVCICY Concerns: Children may not understand the importance of safeguarding personal information,
which can lead to privacy breaches or exposure to risks like identity theft.

5.Addiction and Overuse: Excessive screen time or addiction to certain online activities can affect
children’s mental and physical health, leading to issues such as sleep disturbances and lack of physical activity.

6.Misinformation: Children might lack the skills to discern between accurate information and misinformation
or fake news, leading to misconceptions and confusion.

7Ph|sh|ng and Scams: Children are often more susceptible to falling for online scams, phishing attempts,
or fraudulent schemes.

To help mitigate these dangers, it’'s crucial for parents and guardians to establish guidelines, monitor online
activities, and engage in open communication with their children about safe internet practices. Implementing
parental control software, setting boundaries, and educating children about online safety are essential steps in
safeguarding them from these risks.



Cyberbullying
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* Cyberbullying is online harassment where someone deliberately uses digital

media to spread false, hostile or degrading information about someone else.

* |t can happen to any young person and can have serious consequences such as
depression, anxiety or isolation

* Perpetrators and victims of online bullying usually know each other

* 58% of children do not report a painful experience online to their parents or
other adults (Chapman 201 6)

* There is nothing new about children making fun of each other,

* but technology is amplifying and spreading hurtful comments on an
unprecedented scale, with unprecedented destructive and intimidating effects.
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If your child is being bullied online,

* it's essential to take the situation seriously and provide support. Here are some steps you can take as parents:

. Maintain open communication: Create a safe environment for your child to talk about their experiences, let them know that they

can come to you without fear of judgment.

. Document the evidence: Keep records of the bullying incidents. Take screenshots or save any abusive messages, posts, or comments

as evidence. This documentation might be necessary for school administrators or legal authorities if the situation escalates.

. Teach online safety: Educate your child on how to stay safe online. Encourage them not to respond to or retaliate against bullies and

to block or unfriend the individuals involved. Help them understand the importance of privacy settings and being cautious about
sharing personal information online.

. Report and block: Most social media platforms have mechanisms to report abusive behavior. Help your child report the harassment

to the platform and assist them in blocking the individuals involved.

. Involve the school: If the bullying involves classmates, inform the school administration or teachers about the situation. Many schools

have protocols in place for handling cyberbullying.

. Support mental health: Being bullied can be emotionally challenging. Offer emotional support and consider seeking professional

help if your child is experiencing significant distress or anxiety due to the bullying.

. Monitor online activity: Keep an eye on your child's online activity without invading their privacy. You can use parental controls or

monitoring apps to help ensure their safety.

Encourage resilience: Help your child build resilience by engaging them in activities they enjoy, promoting self-confidence, and
reinforcing positive social connections outside the online realm.

Legal action if necessary: In severe cases, involving law enforcement might be required, especially if the bullying involves threats,
harassment, or illegal activities.

10.Set a positive example: Model positive online behavior yourself. Children learn from their parents, so demonstrating respectful and

responsible online conduct can influence their behavior.



What else adults can do to manage bullying

* Teach him never to post a message that he or she would not feel
comfortable showing us or his/her teacher.

* Monitor carefully what your child does with their screen time.

* If he receives a huriful comment, list 5 things we like about him



8.

9.

. Address the behavior immediately: Make it clear that bullying behavior is unacceptable

. Understand the reasons: Try to understand why your child is engaging in bullying be

What if your child is engaging in bullying?

issues such as peer pressure, social struggles, or a need for attention? Open and non-
help uncover the reasons behind their actions. i

. Teach empathy and consequences: Discuss the impact of their actions on the victim. Help your child understand the

emotional consequences and encourage empathy. Highlight the importance facing the consequences.

. Set clear expectations and consequences: Establish clear guidelines about appropriate online behavior and the

consequences of violating these rules. Ensure your child understands the penalties they will face if they continue to
bully others.

. Supervise and limit online activity: Monitor your child's online activities and consider limiting their access to devices

or certain platforms. This helps prevent further bullying and allows you to guide their behavior more closely.

. Apologize and make amends: Encourage your child to apologize to the victim and take steps to rectify the situation

if possible.

. Seek professional help if necessary: If the behavior continues or if there are underlying issues, consider seeking the

guidance mental health professional

Teach positive communication and conflict resolution skills: Help your child learn healthy ways to interact with
others, and respectful behavior both online and offline.

Lead by example: Model positive behavior in your own interactions, both online and offline.

10.Follow up and monitor: Keep an eye on your child's behavior , communicate the importance ofempathy, and

responsible online conduct.



Predators 1

» ,A teenage girl posts on facebook:

e .| hate my mother!”

* Soon an unknown woman offers her that if she gets fed up with
her parents, she should move in with them, they'll have a great
time, they'll party a lot together.

» She goes there, where she is abused, drugged and forced into
prostitution....”



Predators 2

The number of online crimes against children is increasing every

Chat rooms for children are a problem not only because of the o

but also because they harbour many predators.

Some sexual predators compile lists of 'people they know', which they store on
multiple hard drives and computers.

Their lists can contain over a thousand names, organised and catalogued.
They keep track of what children like and when they are available online.
They can trade on this data for huge amounts of money

on the ,dark web”.

Explain to your child that not everyone is who they say they are in a chat room.
Someone may pretend to be a 13-year-old girl, but in reality a 40-year-old man.



Predators 3

* Websites and mobile apps collect large amounts of personal information about children.
* When children register on a site
* to play a game, read a blog post or enter a competition,

* they are often asked to provide information about themselves such as
* their name,

where they live,

their birthday,

their favourite activity or

their favourite product.

e This information is used to build customer lists that can be sold to various businesses for
good money. Let's teach our kids to ask for our opinion before they sign up anywhere.



Predators 4

* Brust (2021) has conducted a number of interviews with
adolescents, and has observed that

* those who have NOT been victimised agree on one thing:

* they are all aware of the dangers of using the internet and
the importance of privacy.

_and predators exploited this.

* Predators build trust through online conversations so that the
adolescent is willing to meet them in person
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For Children - Protection against predators

* Protecting against internet predators involves a combination of education,
vigilance, and the use of safety measures.

1.0pen Communication: Encourage open conversations about online
interactions. Children should feel comfortable discussing their online activities and
any uncomfortable encounters with their guardians.

2.Privacy Settings: Teach children to set their social media profiles to private and
restrict access to only known and trusted individuals.

3.Avoid Shdrinq Personal Information: Instruct children not to share personal
information like their full name, address, school details, or any pictures that can
reveal their location.

4.Recognize Warning Signs: Educate children about red flags that indicate
someone might not be who they claim to be. This includes someone OSklnﬁ for
personal information, secrecy about their identity, or attempting to meet ottline.

5.Reporting Tools and Trusted Adults: Teach children how to use repor’ringl; .
tools on social media platforms and encourage them to involve a trusted adult if
they feel uncomfortable or threatened online.




For Parents- Protection against predators

] .Supervision and Moni’roring: Monitor children’s online activities, incl. the sites they visit and the
people they communicate with. Use parental control software or keep devices in common areas of the house.

2.Educate About Online Safe’ry: Continuously educate children about the risks of interacting with
strangers online and the importance of privacy and safety measures.

3.Establish Rules and Boundaries: such as time limits and appropriate online behavior -
Consistently enforce these rules.

4 Model Safe Internet Use: Demonstrate how to use social media responsibly and respecting privacy.

5.31'0)’ Informed: Keep yourself updated on the latest trends and issues related to internet safety for
children. Online safety measures are continuously evolving, so staying informed is crucial.

6.Trust and SUppOﬁ: Encourage children to come to you if they encounter any concerning or
uncomfortable situations.Create an environment where they feel safe discussing their online experiences.



Protection of Privacy

Teach your child to ask for our opinion before registering anywhere.

Facebook, Instagram and other social networking sites are for people over 13.

Between 13 and 18 years the basic settings are more strict than at older age,
* Posts are not public

* The profile is not public
but basic settings can be modified:

In the US, the Children's Online Privacy Protection Act prohibits websites from collecting personal information
from minors and in Europe GDPR (Global Data Privacy Laws) also protecs children’s rights .

However, it is known that many children give false ages, with an estimated 10 million minors have registered
on social networking sites so far.

In order to register on a social networking site, a child has to lie about their age.

If s/he lies to be 18 while only 15:
* From this point strangers can see your child's profile.
* and also have an access to your friends list.



* In many cases, parents are unable to resist peer
"everyone is already there"

* They are unaware of the dangers themselves. So they give in to
the child's demands or may not even be aware of the profile
under which the child logs in to social media platforms.

* This is why children as young as 10-11 years old may already
have their own social media access and profiles,

* providing a breeding ground for abuse.



An experiment on Facebook:

All the events and text messages in the video are real events.

One mother, in consultation with the authorities, logged on to social media sites under a fake profile as if
she were a minor.

A team worked to create a credible profile that would allow them to track exactly what happens to a child
on social media. The aim was to make the dangers to children visible.

Within 1 hour of seeing the social media profile of the 15-year-old girl - who was created and only existed
virtually, -she was contacted by 7 men. This number rose to 92 in 9 days. The messages ranged from
sexual comments to harassment and threats.

In order to find out what the age limit was for the harassers to leave, the team masqueraded the mother as
an 11-year-old child in another fictitious profile.

Within 1 minute of the 11-year-old girl's profile appearing, a sexual request was made to the girl's page. And
within 5 minutes, a man had made a video call to the girl he thought was 11. "Don't be shy," the man said.



Instagram and Snapchat

On Instagram, by default, everyone can see your uploaded photos unless you set your
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profile to private. When you upload a photo, be careful because it's easy to share the
exact location of the photo...

Snapchat is an app that allows users to take a photo and then share it with someone for
up to 10 seconds before the photo disappears and is permanently deleted.

Mainly aimes at teenagers, opening up the perfect space for sexting - the transmission of
sexual messages and pictures and videos
Even though the photo taken on snapchat disappears,

* the recipient can keep the images by screensaving

* or taking a photo of the picture they have received and misuse it.



waltis the parents’ responsibility

* In our digital age,

parents have a responsibility
to protect their children’s
personal data,

as many children and adolescents
are not yet mature enough

to understand the importance of privacy.



Security expert’s Tips for using Facebook

Security settings and password —
* hard to guess,

* Different password to different places

Enter email address instead of phone number to register on social?
» Use your phone for two-factor authentication
* There is a "report" button to report abuse

Let's lay down the rules for children
* Don't talk to strangers online either
» Before you add someone to your circle of friends, talk to us adults
* Think carefully about what you share, because it will leave a trace
» Uploading pictures may seem like fun today, but tomorrow it could be embarrassing or even abused

» Under no circumstances should you upload a picture that embarrasses you: drunk and disorderly,
underdressed, etc

Digital life should be part of our daily lives
* What happened in the virtual space?

Strangers around the child
* Don't retweet someone you don't know in person



Some statistics about pornography

* Gone are the days when such products were only available in seedy
neighbourhoods or sex shops.

* Pornographic content is readily available on everyday digital devices.
* 25% of websites on the internet are pornographic

* One third of pornography viewers are women.

* 70% of men aged 18-24 visit pornographic sites monthly

* 34% of internet users have encountered unrequested pornography through
pop-ups, fake links and emails.

* The average child is 11 when they first encounter pornographic content
on the internet.

(Chapman 201 6)



Dangers of pornography for children:

* Even with a good computer filtering program, your children may accidentally click on a pornographic
link in a Google search while they are surfing the web.

* Check your computer regularly to see if someone has accidentally installed a file-sharing program
such as BitTorrent, Bearshare or Limewire.

* One occasion of seeing such content may not cause big problem for your child,
* but if it happens regularly, it seriously damages his or her mind.
* The more explicit the exposure to pornography, the more damage it will do to the soul.

* Pornography misleads children about reality:
* it confuses them and gives them a false idea of sexuality:
* devalues women and gives a picture of exploitability about them
* idealizes the perfect body shape, causing minority complexes
* creates false expectations of possible sexual life
* which they carry with them into their later real relationships —

* causing relational problems there



How to approach the question as parent?

* It's best to talk openly with your child about sexuality and the
differences between the male and female body before they are
exposed to pornography.

* We should also explain why watching pornography is harmful.

* Be careful not to shame the child into admitting that he or she has
looked at pornography, as this could lead to a loss of trust and secrecy
behaviour.

* If you notice that your child is regularly entertaining himself with such
topics, seek professional help.

* The negative effects of this harmful habit can also have a negative
impact on the adult's life.



How to protect your child
from dangerous online contents

* Parental Controls and Filtering Software
* Educate Children Have open and honest conversations, ’reach qbo'u”l“?esﬁ' 'ibili’ry
 Supervision and Monitoring of your child's online activities.

* Secure Passwords and Restrictions to prevent children from bypassing restrictions.
* Establish Rules and Boundaries Outline what is acceptable and what is not

* Encourage Critical Thinking making difference what is heatlhy and unhealthy
content

* Stay Informed and Updated to see potential risks and take necessary precautions.

* Seek Support and Guidance from child psychologists, counselors, or online safety
experts

* Model Responsible Behavior how to use the internet in a safe, respectful, and
balanced way



* Multi-taceted approach is needed,

» combining technology, education, and
open communication.

* It's crucial to establish trust and a
supportive environment where children
feel comfortable discussing their online

experiences and concerns with
caregivers.




Creating a screen-conscious home

* It is parents’ responsibility to educate their children about the benefits of technology and parents have to
ensure that potential hazards are minimised - we cannot expect children to find this out!

* For young children, keep all electronic devices out of the bedroom —
* watching a screen before bedtime can disturb their healthy sleep patterns

* and give them unsupervised access to unwanted content.

* In many families, electronic devices - mobile phones, tablets, games consoles, etc. - are collected every night
and put in a box supervised by parents for the night.

* We ourselves need to be clear about what content we want to protect our children from.

* Internet safety software protects against harmful content, blocking unwanted website content, videos, music,
messages and social networking.

* Blacklisting e.g. overtly sexual content or graphic violence

*  White list

* We should not necessarily rely on technology alone.
* Talk to your child regularly about digital issues

* teach them how to distinguish between healthy and unhealthy content.

* Children can easily circumvent these fi



Outside home —among friends

* Meet your child's friends' families.

 Find out what TV shows and video games they allow their
children to watch, whether they pay attention to what their
children watch.

* Every family is entitled to have different principles, but we are
responsible fogur child's safety.




Safe Smart phone usage for children

* We can't put our children in charge of safe internet use —

* even if almost everyone in their class already has a smartphone

If you do buy him or her a phone,

* Let him know the monthly price of the phone and show him ’rh phone bill.

* Turn the phone off at night.



Possible rules for
children’s mobile phone use

-

* .| will not give my mobile phone number to anyone™
* yunless | have arranged it with my parents”

* .| will not bring my phone to class if school rules forbid it.”

* ,| always answer when my parents call,”

e ,if | amin class | call them back as soon as | can”

* If | go over the usual monthly fee, | pay it out of my pocket money”



Family rules for safe screens

»| never give out personal information such as my surname, address or phone number.

| do not give the name of my school, my city or the name of my parents' place of work.

| will not tell anyone my password.

| will respect the time limits set by my family

| allow my parents to check my computer history whenever they feel it is necessary.

| only interact online with people | know in real life.

| tell Mom or Dad immediately if | see something inappropriate or if anyone asks me to
meet them.

| will not click on a site that is only for over-18s, or if such a site appears on my screen, |
will close it immediately

| will not download any pictures or files unless checked by my mum or dad.

| will not send pictures of myself or my family to anyone over the Internet without my
parents’ permission

| will not say anything on the internet that | would not say to others’ face.”



« NOT SUPERVISING YOUR CHILD'S ONLINE ACTIVITY IS LIKE
« LETTING THEM INTO & HUGE DEPARTMENT STORE
« FULL OF DRUG DEALERS AND SEX SHOPS ON THEIR OWN
« AND JUST HOPING
« THEY DON'T GET HURT.



Suggested screen time for ¢

American Academy of Pediatrics AAP (2016):

Screen use should be avoided under age 2, except when interaction with a clos
Btw 2-5 years max 1 hour

5-18 - max 2 hours - but quality content is important here too. (this is easily exceeded by children, and online
education forced by Covid has made longer screen time unavoidable)

Parenting Guidelines for Screen Addiction (Young 2015):

suggests that screen use under age 3 is not recommended at all

Between 3-6 - 1 hour, with parental supervision

6-9 - with parental supervision, screen time should be a shared family experience

9-12 - it is the parents' responsibility to help the child to be able to choose which sites to visit, which videos to watch,
which games to play - it is important to discuss what messages they carry and what they mean to the child.

At 12-18 years old, adolescents also want independence in terms of screen time, and if they are restricted in this, it
leads to arguments, conflicts and playing games.

For them "The concepts of 'digital diet' and 'digital food' should be introduced.

By using a screen diary to learn to monitor their own screen use habits, parents can help their child to make better
choices about what they do online - e.g. choosing educational content.



Parental mediation Rt )‘, (S
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* Parental mediation refers to the various ways in which parents or coreglv&s supervise, guide, and
manage their children's use of the internet. p

* Restrictive mediation: Involves setting rules and limitations on the type of content children can
access, the duration of their internet use, or the specific websites they can visit. This can be achieved
through parental control software, setting up filters, or using age-appropriate settings on devices.

1.Active mediation: This strategy involves direct parental involvement and guidance. Parents
engage with their children in discussions about online activities, supervise their internet usage, and
provide guidance on online safety, critical thinking, and qpproprlq’re behavior.

2.Co-use mediation: This involves joint internet use where parents and children explore the online
world together. This can be through collaborative activities, gaming, or browsing together, allowing
parents to directly observe their child's online activities and intervene if necessary.

3.Technical mediation: This strategy involves using tools and technologies to manage and control
children's access to the internet. This could include firewalls, filtering software, and monitoring
applications that assist in regulating and monitoring online ‘behavior.

4.Explanatory mediation: Parents communicate with their children about the risks and benefits
of internet use, discussing potential online dangers such as cyberbullying, online predators, or
misinformation. This helps children understand and navigate the digital landscape more responsibly.



* Parental mediation is important in helping
children develop digital literacy, critical
thinking, and online safety skills.

* By being actively involved in their
children's online activities and guiding
them through their digital experiences,
parents can help mitigate potential risks
and maximize the positive aspects of the
internet.




Protective factors in preventing
y © problematic internet use

* 3 key factors

* The relationship with the parent,
* the parent's internet use habits

* and the family environment




* A warm, supportive family atmosphere
- a secure attachment s
and positive parental reinforcer

can act as specific protective factors in preventing th:
of

pr“gmaiic levels of internet use.
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( Li et al., 2019)




Questions for contemplation

* In your opinion, what is the right age for a child to get their own
mobile phone? Why?

* What features would you allow them to use on their mobile phone?
* At what age should a child have an e-mail account?
* Would you set rules for e-mailing?

* What digital diet would you recommend
* for a child aged 8-10¢
* For a child aged 13-14
e for a child aged 16-18¢
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